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Tutorial #1 - Load Balancing

1 Overview

In this tutorial we will be demonstrating load balancing in a round-robin fashion between two directories, Directory 1
and 2. LDAP requests that come to the LDAP Proxy will be sent in a round-robin fashion first to Directory 1, then to
Directory 2, then to Directory 1, then to Directory 2 and so on.

2 Assumptions
LDAP Proxy is installed and configured properly; LDAP Proxy is currently running.
Directory 1 & 2 are both installed and accessible from the computer on which LDAP Proxy is installed.
Both of your directories are populated with users.
Directory 1 & 2 are replicating with or are nearly identical to one another.
Directory 1 & 2 are both accessible on port 389 (default Idap port)
You have a good understanding of the DIT structure of your directories.
Port 3890 is available on the computer in which LDAP Proxy is installed.

You have the ability to view the proper logs in Directory 1 and 2.

3 Create a New Configuration
Click File on the menu bar, then click New.

Click the OK button when asked which server you want to create the new configuration on (the default server is
Local).

Enter LoadBalancingTutorial for the filename when prompted, then click the Save button and the following will
appear:
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Fig-1: LDAP Proxy New configuration
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3.1 Server Group Configuration

Server Groups are the directories where your user information is stored. Examples include Active Directory, Sun
Directory Server and Oracle Internet Directory. For this tutorial we will be creating one Server Group that contains
two directories, Directory 1 and Directory 2.

Click on the Output button on the left-hand side of the application and the following will appear:
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Fig-2: Add a Server Group
Click on the New Server Group button near the bottom of the screen.

Click on ReplicatedDirectories to enter the configuration panel for your new Server Group and leave the Server
Group Type as Automatic and then click the Okay button.

Verify that the Protocol is set to Idap.
Under the Servers tab, enter the Hostname / IP Address and the Port of Directory 1.

Under the Servers tab, enter the Hostname / IP Address and the Port of Directory 2.
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Fig-3: Configure the server group
Click on the Rel i abi | i t y/ Per f or mance tab and click on the Load-Balancing radio button.
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Fig-4: Enable Load Balancing

Click the OK button near the top of the application to save the ReplicatedDirectories Server Group
Configuration.

3.2 Listener Configuration

Click on the Input button on the left-hand side of the application and the following will appear:
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Fig-5: Add an LDAP Proxy Listener
Click on the New Listener button near the bottom of the screen.

Enter LoadBalancing for the new input / listener and then click the Okay button.

Click on the LoadBalancing node on the left-hand side of the screen and the following will appear:
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Fig-6: LDAP Proxy Listener configuration
Under the Main Listener Properties tab, make sure the Protocol is set to Idap.

Under the Main Listener Properties tab, set the port to 3890.

Under the Main Listener Properties tab, select ReplicatedDirectories from the dropdown box to the right of
Default Server Group.

Click the OK button near the top of the screen to save the Listener configuration.

4 Health Monitoring Configuration

Health Checking is an important feature of Directory Extender. You will need it whenever you are using
load-balancing or fail-over in server groups. The principle is simple: LDAP Proxy will periodically check every server
by sending simple requests to it. Whenever LDAP Proxy notices that a server has gone down or come back up, the
server status will change respectively. LDAP Proxy makes use of this state information for deciding where to send
each next request.

Click on the Health Monitoring button on the left-hand side of the screen and the following will appear:
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Fig-7: LDAP Proxy Health monitoring configuration

Make sure the Enable Health Checking box is checked and set the Interval to 5 seconds (for testing purposes
only).

In the Operation for Health Checking section, make sure the BIND radio-button is selected. Set the Timeout to
5 seconds and the Number of Iterations to 3.

In the Debug Level section, move the slider to Trace.

In the Health Checking Parameters section, enter the appropriate information for the Bind DN and Password
fields. These credentials are used to determine if the directories are up and running.

5 Save Configuration

When you created the new configuration you were prompted to enter a filename for your configuration. The file type
for this file is Idif. The configuration must be saved before the LDAP Proxy can be launched for the first time. Also, the
configuration must be saved and the LDAP Proxy re-launched before changes to the configuration will take effect.

Click on the File button on the menu bar.

Click Save and your configuration will then be ready to launch.

6 Launch and Test Configuration

Click the Process button on the menu bar.

Click Run on the drop-down menu. At this point the LDAP Proxy is running and is ready to accept LDAP
requests.

All rights reserved. Copyright © 2011 Symlabs, Inc.
7



S y I I I L A B S U.S. +1 (312) 214 3570 | E.U +34 (91) 320-5524

IDENTITY MANAGEMENT SOLUTIONS

Hle Entry Extras Process Help

+« i LDAP Proxy 6.0

LoadBalancingTutorial@localhost

< LDAF Proxy Welcome to Symlabs LDAF Proxy. =
#.7 Global Parameters Select "Getting Started” from the Help menu for a quick overview
~~ Health Monitaring on how to create a configuration and run it with Symlabs LDAFP Proxy.
%, Administration

7 W Input Directory Servers

% LoadBalancing
G Processing

e h Output

%3 PeplicatedDirectories

Mapping and Transformation

High Awvailability

Load Balancing

Multiple Directory Integration

Server Security
Groups Data Jaining
Stages
Listeners
-]
[«[] Il [o]l4] [

BIEE] ) e [iigign] [ € [ 3]
{ 1ogs/STDOUT | logs /STDERR |

Feerier [20110310120902] Starting local LDAP Proxy, showing logs from now.

7 File does not exist W
20110310 120902 886 tf75226c0 CONFIG 8a91:293 # INFO detect ECONF_LISTEN_OK 2706 Tisten on port=9990 fd=5 ipd0.0.0.00 iface(l.
20110310 120902 . 980 tf75226c0 CONFIG §391:293 # INFO detect ECOWNF_LISTEN_OK 32 listen on port=3890 fd=7 ip@0.0.0.00 iface.0.0.00

4] i [ [ »

Fig-8: LDAP Proxy Launch and test configuration
Click the Extras button on the menu bar.

Click LDAP Browser on the drop-down menu and the following will appear:

Connection Selector

| =]
Parameters

[ LDAP | SSL | Referrals | Advanced

Host: [127.0.0.1 |
Port: [3890 |

User id: [en=dirmanager |

Fass word: |uu-nu- | | Show pass word
dc=my_organizationglc=com -

| Delete | | Save | | Test | | Connect | | Cancel |

Fig-9: The LDAP Browser Connection Window
In the Name textbox, enter Load Balancing.

In the Hostname textbox, enter the IP Address of the computer that LDAP Proxy is installed on.

In the Port textbox, enter 3890.

In the Root Suffix textbox, enter the DN you'd like to be the root of your LDAP request.

In the Bind DN textbox, enter the DN of the user that has appropriate access to both Directory 1 and 2.

Enter the Password twice for the user specified in the step above.
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Click the Test button.

Assuming you entered the correct information, a Test Successful! message will appear. Click the OK button. At
this point, the LDAP Proxy routed a Bind request to either Directory 1 or 2 which you can verify by viewing the
logs for Directory 1 and 2.

Click the Test button again.

Again, a Test Successful!l message will appear. Click the OK button. At this point, the LDAP Proxy routed
another Bind request to either Directory 1 or 2. This time however, the Bind request went to the directory that it
did not go last time. Again, this can be verified by viewing the logs for Directory 1 and 2.

You can continue testing the connection or viewing entries in the LDAP browser and you can verify that the
LDAP operations are alternating between the two directories by viewing the logs for Directory 1 and 2.
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